Abstract-Indoor environment is from the point of the wireless communication an extremely hostile environment. Despite this fact, wireless sensor network applications in the indoor environment are very common. Having signal propagation in a real environment, without considering interferences from other sources, we meet (not only indoors) four basic phenomenonspath-loss, reflection, diffraction and scattering. Each of these effects impact on the spread of the signal and contributes to attenuation and distortion at the receiver side. Detailed description of the electromagnetic wave propagation can theoretically obtain the solution of Maxwell's equations. However, this is too demanding and for practical cases unusable. In practice, to describe the signal propagation, the approximate models are used, which are often based on experimental results. This contribution includes case study on indoor radio frequency signal propagation at 2.4GHz ISM Band with related math, supported by implementation of the propagation models and experimental results.
I. INTRODUCTION

I
NDOOR wireless sensor network (WSN) applications, despite unfavorable conditions of indoor radio signal propagation, constitute the very attractive area. As an introduction, let us mention at least some of the frequently occurring applications that the authors consider representative.
A. Intelligent Buildings
In recent decades, an increased attention to matters related to sustainable environment has been dedicated. A large part of the environmental problems is related to the energy consumption of the society. It is worth to emphasize that the effective regulation of the overall energy consumption of the society is able to achieve significant advances in the state of the environment [1] .
One of the dominant energy consumption components is the operation of residential and non-residential buildings. According to [2] , in 2012, the energy consumption of buildings in the U.S. was 39%, followed by 32% energy consumption share of an industry and transportation sector with portion of 29% of the total consumption of the energy. In Europe, the situation is quite similar. In 2010, the buildings operation took 41% of total energy consumption, 32% in transportation and an industry energy consumption shared 25% [3] . Remark 1.1: Note that compared to the U.S., the energy consumption intended for buildings operation in Europe is slightly higher. Also, an interesting fact is that the annual energy consumption of the residential buildings is about 200 kW h/m 2 , non-residential buildings are characterized by higher annual energy consumption of about 300 kW h/m 2 . Since 1990, the energy consumption increases annually by around 0.6% in the residential sector and by around 1.5% in the non-residential sector [2] , [3] . The presented statistical data show that the highest energy burden in the developed countries lies in operation cost of buildings. Based on the predictions presented in [2] , it is expected that within the next 20 years, the energy consumption share of the buildings will not be reduced, just to the contrary, we can assume a slight increase in the energy consumption (increase in about 1%).
Based on the above, it is clear that the operation of buildings consumes huge amounts of energy. Therefore, it is extremely important to address the issues of intelligent buildings control so that the user comfort and the effective energy sources utilization can be ensured.
In order to be able to reduce the energy consumption, it is necessary to know why, where and when the energy consumption occurs. Finding the answers to these questions is possible thanks to the new technologies in the field of ICT (Information and Communication Technologies) such as [4] , [5] or [6] . Using new ICT means in buildings we get intelligent monitoring and control systems of the buildings that enable increasing user comfort while cutting energy and environmental burden. Buildings equipped with modern control and monitoring systems are often labeled as "intelligent" or "smart".
An extensive control, communication and monitoring system installed in modern intelligent buildings today is often divided into the following six subsystems [1] :
• Lighting control subsystem (lights, blinds, etc.);
• Heating, Ventilation and Air Conditioning (HVAC) subsystem -creates a psychometric chart to help determining the optimal environmental parameters;
• Security and safety subsystem (entrance authorization, fire alarm, personnel tracking, etc.);
• Metering subsystem (electricity, gas, water and other parameters with connection to the energy control);
• Indoor climate monitoring subsystem (temperature, humidity, dust, concentration of CO 2 , NO x ("Green Building Monitor TM " -Siemens system to inform staff, clients and visitors about the energy consumption, environmental load of the building and about the state of the building indoor climate);
• Guest control subsystem (navigation, information for visitors, access control, motion tracking, etc.).
It is obvious that the provision of these subsystems implies the utilization of the latest technologies in the field of ICT. It is necessary to sense a large number of parameters in the intelligent buildings and based on the values, the actuator elements drive the building so that the optimal operation of the building is assured [1] . Sensors gathering the information create an extensive network with defined rules of communication. Nowadays, more and more, we meet the wireless communication technologies in the area of building control, which, in comparison to a wired network, is characterized by lower installation cost, higher flexibility and scalability [7] . Thus, even in the intelligent building environment, there are gradually used technologies known under the names of WSN or WSAN (Wireless Sensor and Actuator Networks).
B. WSN in the Industry (Industrial Automation)
Industrial applications represent another promising area of an efficient use of the WSNs [8] . Industrial control systems that integrate WSAN offer several advantages over conventional distributed control system [9] , [10] . These are in particular easiness of the sensors' and actuators' installation, self-organization of the network, a simple modification, easy expandability of the network, efficient distributed and parallel data processing and lower cost compared to the conventional solutions [11] , [12] , [13] . There are also some disadvantages of wireless solutions, which we can find in the occurrence of interferences, not only in the industrial environment, unpredictable delays in packets, limited capacity of transmission channels and so on [9] , [11] . However, the mentioned drawbacks, are not substantially limiting for the development and the implementation of WSN applications in industry. According to [9] , it is essential to address, in particular, the following issues:
• Limited sources of the energy, the limitation of communication attributes, computing and storage capacity of the network nodes (channel capacity, limited communication range, etc.);
• Network operation in high interference industrial environments and related dynamic change of network topology;
• High demands on Quality-of-Service (QoS), especially requirements on packet deliverability in a defined time;
• Effective utilization of data redundancy to increase system reliability and accuracy of the status information of the controlled/monitored system;
• Effective addressing of the related issues to the error rate (BER ∈ 10 −2 ; 10
) and variable transmission capacity of individual transmission channels (adaptive modulation schemes, channel coding, etc.);
• Security in industrial applications is a key issue. It is necessary to protect communication from intentional active and/or passive attacks;
• Large-scale deployment and ad-hoc network functionality. Many industrial applications consist of a large number of randomly distributed nodes, so it is advantageous if the network is able to build autonomously the communication links and to control the communication among the nodes;
• Integration with other networks (e.g. the Internet). This point is very important from the perspective of effective control of the enterprise approach to the technological level, which represent also a WSN. In the field of the industrial automation and in the context of WSAN implementation, there are arising new problems (distributed processing of variables, redundancy utilization to increase system reliability, problems with delayed packets), whose solutions are interesting from the theoretical and application point of view [9] . Based on the current development, a sharp increase in wireless solutions even in industrial applications is expected [14] [15], [16] , [17] .
C. Health Applications and Senior Assistance Services
Electronic health-care is a broad and interesting application area of WSNs. Let us mention a few representative examples of such WSN utilization [11] :
• Monitoring of vital signs and other selected parameters of patients in hospitals;
• Telemonitoring of the patients without hospitalization;
• Tracking patients, visitors and hospital staff;
• Indoor climate monitoring within the hospital premises;
• Controlling access to medicines and identification of time and kind of medication use through patient node(s). WSN networks are able to monitor the behavior of older people and those with disabilities and enable to keep track of their health status without significant restrictions on their lives and quickly identify the signs of disease [18] , [19] . Because of the above examples, it is clear that in health-care we meet growing number of interesting WSN applications indoors and outdoors -modern applications of WSN that monitor vital signs of a human body, track patients, monitor hospital environment, serve as medical access control systems and many more [20] , [21] .
Almost all mentioned applications have one thing in common, WSNs operate in indoor environment. Indoor environment is from the perspective of the wireless communication subsystems, an extremely hostile environment [7] . Despite this fact, WSN applications in indoor environments are highly desired.
Further investigations dealing with the properties of the indoor signal propagation assume the wireless sensor node based on Texas Instruments' (TI) CC2511 transceiver that is highly suitable for the indoor environment implementation.
It is possible to list a number of other interesting and prospective application areas of WSNs related to the currently popular term "Internet of Things" (IoT), but due to the limited extent, we do not.
II. INDOOR SIGNAL PROPAGATION
If we consider wireless transmission channel for evaluation, we come to the conclusion that its features do not fully meet the media properties for reliable high-speed communication. The transmission channel is sensitive to noise, interference generated by the obstacles, communication distance, etc. [22] . Moreover, those adverse effects vary in time and space at random, as a result of the change in position of the receiver and/or transmitter and dynamic environmental changes.
Having signal propagation in a real environment, without considering interferences from other sources, we meet four basic phenomenons [22] . These are:
• Path-loss;
Each of these effects impact on the signal propagation and contributes to the path-loss and the distortion of the received signal. Answering the question of which of the abovementioned effects has the most significant impact on the quality of reception is not possible in general. The answer depends on the wavelength, the environment type and many other specific conditions. It is obvious that the electromagnetic waves do propagate in the real environment attenuated, reflected, diffracted and scattered from and by the terrain, buildings and other objects. The detailed description of the propagation of electromagnetic waves can be theoretically obtained by solving Maxwell's equations with constraints [23] . The detailed description is only possible in case of having all physical characteristics of the objects affecting the propagation in mind and implemented into the equations. Unfortunately, this is computationally demanding and in practical cases not usable. Therefore, in practice, approximate models, which are often based on experimental results, are used to describe the radio frequency wave propagation.
For determining the signal path-loss in the line-of-sight (LOS), a sufficient solution is the radio signal propagation model at outdoor environment that assumes that other propagation effects can be neglected [23] .
Remark 2.1: Other propagation effects can be neglected when an open area transmitter and/or receiver antennas are placed at a sufficient height above the ground.
In this case, it is possible to determine the signal power at the receiving antenna out of the Friis equation: If the propagating radio waves reach an surface that is larger than the radio wavelength, then the wave partially reflects and partially penetrates the obstacle material. In case the material is the perfect conductor, the wave reflects into the primary environment without the energy loss. Of course, in this case the reflection law applies. In general, the electromagnetic field strength of the reflected and passing waves can be expressed by the Fresnel reflect and transfer coefficients that depend on the material properties, the wave polarization, the angle of radio wave impact and the frequency. A more detailed analysis of the effect of reflection can be found in [11] . The reflection significantly affects the radio frequency signal propagation in the indoor environment.
The diffraction occurs when there is no direct path (lineof-sight) for the radio waves between the transmitter and the receiver antennas -the transmission path is limited by an obstacle. Due to the diffraction, in the shade of the perfect obstacle with the limited dimensions, the radio signal strength has a non-zero value. The effect of the signal diffraction can be neglected at high frequencies.
Signal scattering is present in cases where the electromagnetic waves pass through or reflect from the objects that have comparable or smaller dimensions than the wavelength. Scattered waves occur when rough surfaces and small objects appear in the space of the transmission channel. The signal level varies at the receiver antenna because of the signal scattering and the levels are usually different from the values predicted by the propagation models that even take into account the path-loss, reflection and diffraction.
Remark 2.2: Note that the larger signal energy is scattered, the more the energy of the reflected waves is reduced. All the above mentioned effects, affect the propagation of the electromagnetic waves indoors. The way how they impact depends on the signal wavelength and the environmental properties and circumstances.
III. CASE STUDY
To investigate the case of the electromagnetic wave propagation we used the hallway scenario illustrated at the Fig. 2 . The antennas (the transmitter and the receiver antenna) have been placed at the center line of the corridor in the height 80cm above the floor.
For measurements we used the system-on-chip solution based on TI CC2511 (see Fig. 1 ) that operates in the ISM band starting at the frequency equal to 2.400GHz and ending at 2.4835GHz. This ultra-low power solution integrates a fullspeed USB controller, I 2 S interface USART and 12-bit A/D converter. However, more important information for us are the radio peripheral attributes. Besides the mentioned frequency range, the radio solution is capable of 2FSK, GFSK and MSK Fig. 1 . Wireless system-on-chip used for experimental results modulation techniques, programmable transmission power up to +1dBm, high receiver sensitivity (−100dBm in average) along with the 128-bit AES security co-processor.
In the first step, we will try to describe the propagation of the electromagnetic waves with Five-Ray propagation model (see Fig. 3 ), in which we consider a simple reflections from the side walls, floor and ceiling of the hall.
Then the impulse response function of the transmission channel can be written in the form:
where an expression A 1 · σ(t−T 1 ) represents a received signal portion (from line-of-sight); expressions A 2 · δ(t − T 2 ), A 3 · δ(t − T 3 ) and A 4 · δ(t − T 4 ) represent reflected signal portions from the both side walls and the hallway floor;
A 5 · δ(t − T 5 ) represents a reflected contribution from the hallway ceiling.
Given the same length of the transmission path, it is possible to assume that the reflections from the both side walls and the floor have the same signal time delay (T 2 =T 3 =T 4 ). Then, it is possible to rewrite (2) into the following form:
where
Then, the frequency response of the transmission channel is:
For the times T i aplies: 
With respect to the (1) and if assuming that the antennas gain equal 1, it is possible to write for A 1 the following:
where the constant C depends on the antennas gain (transmitting and receiving antenna). For all reflected radio waves applies:
where the coefficient K i is the reflection coefficient that depends on reflection plane material, reflection plane surface, the frequency, etc.) Based on the mathematical representation of the Five-Ray signal propagation model, the experimental results have been acquired. These results show the dependency of the channel path-loss on the distance between the receiver and the transmitter. The graphical representation of the data with reflection coefficient values set to 0.5 and the frequency 2400M Hz is shown on the Fig. 4 .At the same time, the Fig. 4 shows the measured values in the specific measurement points (black circles). The red dots represent the values predicted by the propagation model at the specific measurement points.
As the measure of the propagation model match with the experimental results, we selected the relationship (10) . Having the zero-mean error of the propagation model this relationship represents a selective standard error deviation of the model.
where M i represent the measured values at the specific measurement points; When comparing the measured values with the values obtained from the Five-Ray propagation model, we received an average standard deviation value equal S ≈ 4.5dB. We can conclude that the indoor environment is too complex for the transmission path with strong scattering and multiple electromagnetic waves reflections. Therefore, it is impossible to describe these effects using any analytical propagation model, unlike the possibility in case of the urban environment (urban mikro-cell).
Let's analyze an option of describing the electromagnetic wave propagation through the Friis equation to calculate the path-loss of the electromagnetic waves in the free space. Then, the mathematical model describing the signal path-loss dependency on the distance between the transmitting and the receiving antenna will be in the form:
where P t is the transmission power; P r is the power at the receiving antenna output; K is a constant representing the antennas' parameters (receiving and transmitting antenna; K = 20log 10 
A graphical illustration of the 2400M Hz electromagnetic wave path-loss dependency on the distance between the transmitting and receiving antenna d is shown in the Likewise, as in the previous case of the Five-Ray propagation model, for this one we determined the standard error deviation of the model S = 2.26dB based on the model calculated values and measured values.
According to [11] , in most cases, we can use a simplified model of the wave propagation in the form: 
where K is a function of the average environment path-loss and takes into account the characteristics of the antennas; d 0 is the reference distance that for the indoor environment should be in the interval 1 − 10m. (for 2.4GHz frequency, it is recommended to set the value d 0 at the lower interval boundary, for outdoor environment d 0 should be from the interval 10 − 100m).
The value of the coefficient K may be set approximately in the reference distance d 0 based on the Friis relationship:
Better way of the path-loss value K(d 0 ) determination in the reference distance for certain conditions is to measure it. Similarly, also the γ value depends on the specific environmental conditions and can be set by measurements. The easiest way is to minimize the sum of difference squares of the measurements in the specific measurement points d i and model predicted values
, where M i represent the measured values).
Available literature on propagation models gives approximate values of the γ exponent - Table I .
Considering that the random environmental factors contribute to the path-loss propagation given by the value E dB , then the relationship (9) turns into the following form:
where E dB is a random variable with a Gaussian distribution with zero mean and standard deviation S. Then, based on the experimental measurements it is possible to create the mathematical model (9) that minimizes the sum of difference squares of the measured values and the model calculated values. It can be proved that for this criteria based on the N + 1 different measurements in different distances d i = 0, 1, 2, ..., N it is possible to determine γ value as follows: Based on the (11) and (12) a transmission channel model can be written in the form:
where the reference distance has been chosen d 0 = 2m. Fig.  6 illustrates the obtained results. Similarly, as in the previous cases, based on the measured and calculated values the standard error deviation of the model has been determined S = 1.753dB. It is obvious that the present model is the most appropriate for determining approximate path-loss of radio signal propagation in indoor environments.
Remark 3.2: However, in practical implementation of the latter model, prior to implementation, it is necessary to perform sample measurements in the the investigated environment.
During the verification of the model, there have been measurements in 9 frequency channels performed. The investigated channels were spaced by 10M Hz from the range beginning at 2400M Hz up to 2480M Hz. The obtained parameters of the propagation model for different frequency channels are shown in Table II .
Remark 3.3: Propagation model used in Table II is in the form: A dB (d) = C − 10 γ log 10 (d/2), P t = +1dBm, 2F SKmodulation.
It is obvious that for each channel in the investigated ISM frequency band, we receive a propagation model characterized by different parameters. This situation arises from the fact that the values obtained during the measurements in each channel are slightly different. The path-loss in the individual channels (1-9) at distances of 2 − 15m is illustrated in Fig. 7 . The situation where each channel is characterized by a model with optimal γ parameter and C according to Table II is illustrated in Fig. 8 . This figure models path-loss propagation in the 2400 − 2480M Hz frequency range (channels 1-9).
Remark 3.4:
Note that the standard error deviation of the model has been S = 2.46dB.
Let's simplify rather complicated approach for the modeling of the wave propagation that uses different models for every single channel. Let's try to substitute all 9 previous propagation models with one valid for the entire frequency range 2400−2480M Hz. During the new model description, average values of the coefficients γ p =2.7629 and C p =-51.32 are used. Then, the model characterizing the whole frequency range is in the following form (18) : Fig. 9 is based on the model values defined by (18) and shows the dependency of path-loss propagation in the frequency range 2400 − 2480M Hz at different distances d.
Remark 3.5: Note that the standard error deviation of the model in this last case is S = 2.9dB. It is obvious that there is a slight deterioration in the accuracy of the model compared to the previous one.
IV. CONCLUSION
A comprehensive description of the electromagnetic wave propagation solve Maxwell's equations. However, this approach is computationally demanding and impractical. In real life situations, the approximate models are deployed to describe the signal propagation. These models are often based on the experimental results. This paper shows case study on indoor radio frequency signal propagation at 2.4GHz ISM Band supported by the related math, implementation of the propagation models and experimental results.
To investigate the case of the electromagnetic wave propagation, a specific hallway scenario has been used. The measurements were performed by the system-on-chip solution based on TI CC2511 that operates in the ISM band starting at the frequency equal to 2.400GHz and ending at 2.4835GHz.
Based on the evaluation of the conducted experiments we can conclude that Multi-Ray (Five-Ray) propagation model describing a signal path-loss in indoor environment is unusable. Model based on Friis relationship is indeed easy to apply, requires no measurements, but in the case of indoor environment is applicable only in case of line-of-sight between the receiver and the transmitter. This model does not reflect the characteristics and topology of the environment and therefore its use is not recommended in indoor environments. Simplified model of propagation of radio waves can be used to determine the approximate communication range. The successful application requires performing the sample measurements of the path-loss.
Let's point out that the radio frequency signal propagation models are dependent on specific environmental conditions. The achieved results cannot be applied directly. It is necessary to carry out experimental measurements of path-loss at multiple locations of protected area by measuring and using the relations (15) and (16) and the optimal model parameters. Then, based on the simulation experiments with propagation models, it is possible to find a suitable deployment of the WSN nodes. Based on path-loss measurements at different distances, we can also conclude that typical signal fading due to the multi-path propagation is caused by greater distortion in the indoor environment and occur to a lesser extent than in the urban areas. However, potential signal loss cannot be suppressed by the frequency channel alternating. By changing the channels (using frequency diversity), it is possible to suppress the effect of interferences from other sources, which are now in the indoor environments strongly present at the 2.4GHz ISM band.
